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Recruiting with Al: Sifting Stars or
Spotting Scammers?

Al in recruiting is like a turbo-charged assistant. It speeds up screening, sorts resumes in a snap, and
even predicts which candidates might shine brightest. It takes the heavy lifting off recruiters’ shoulders
so they can focus on real conversations instead of endless paperwork. What's not to love?

Well, heres the twist. Al can also open the door to tricksters. With deepfakes and impersonation tools,
fake candidates can slip through the cracks looking polished, rehearsed, and almost too good to be
true. While Al can be a game-changer, it also needs human oversight.

How Al is Transforming Recruiting

Organizations worldwide

.e m . F mgm
used Al for recruiting in 2024 aster recruiting

- PsicoSmart

- eWeek

Power recruitment costs Higher accuracy

30% - SHRM 40% 'n hiring

- GSD Council

Giant and midsized businesses are especially jumping on board, with large organizations actively
using Al for talent acquisition. HR pros love the drastic time, higher accuracy and cost savings.

Resume Screening at Warp Speed

Al recruitment tools scan thousands of resumes in seconds, plucking out the best matches and
weeding out fake qualifications or “stretchy” skills. Al tools automate job description creation and
assessment design, while predictive engines surface untapped or non-traditional candidates,
increasing workforce diversity and reach.

Interview Magic: Bots on the Other Side

Firms will use bots for screening resumes

o
83 /0 - The Interview Guys
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Recruiters are also using Al to conduct interviews, ask tailored questions, and even read candi-
date emotions through language and tone. Many organizations have used Al to design unique,
role-specific tests for each candidate.

Improved Candidate Matching

Rise in revenue per More vacancies filled

5 3 O/o employee with Al 6 4% with automation

- CARV - shortlistd.io

Reduction in turnover

530/0 - SHRM

Al matches candidates' skills, experience, and personality profiles to specific job requirements with
high accuracy. Machine learning makes it easier for recruiters to spot overlooked talent and build
more diverse teams.

Reduced Human Bias

Al-driven screening focuses on actual qualifications rather than unconscious biases, such as gender or
college pedigree. By removing personal identifiers in early rounds, organizations can prioritize real
talent, improving diversity and fairness.

Data-Driven Decisions and Predictive Insights

Al-powered data and analytics is helping recruiters make smarter hiring choices. They can forecast
candidate success, measure cultural fit, and track which hiring sources are most effective. Recruiters get
richer data-driven insights for continuous process improvement, ensuring long-term organizational growth.

The Dark Side of Al in Hiring

In 2024, a North Korean spy posed as a software engineer and infiltrated an IT company.
He used stolen identity and Al-enhanced materials to clear multiple rounds of interviews and background
checks. Once hired, his plan was to deploy malware within the organization's network.

More than 90% of companies experimenting with Al in HR say they're seeing massive benefits.
Productivity jJumps, teams get wider and fairer talent pools, and recruiters finally have more time
for building relationships instead of slogging through paper work. But there are risks.

With remote interviews surging, so does the risk of interview impersonation. Al-powered recruitment
and onboarding processes, designed to prioritize efficiency and candidate experience, often lack
robust safeguards against sophisticated identity manipulation.
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How Deep Fake Works
®

Al video generators
& virtual cameras

Some software feed a
pre-made video through a
virtual webcam,

allowing an impostor to
prerecord answers, loop
them, and respond to the
recruiter through a
separate mic in real time.

- O\ /

Face-swap
applications

Apps let attackers
overlay a realistic face
onto a live webcam feed,
letting them control eye
blinks and lip movement
with simple keystrokes.

Prompt-based
coaching

Large language models
feed the impostor live text
prompts, like technical
answers, follow-up
questions, or icebreaker

| jokes, so the deepfake

sounds credible.

- /

Signs That You're Interviewing a Deepfake

Inconsistent body language or
speech across interviews.

(5 2)

cameras.

Candidates dodging live ID
checks or refusing to switch

\_/

Odd delays with follow-ups or
tests sent after interviews.

(50

audio-only formats.

Requests for asynchronous or

\_/

Mismatches in documents
VErsus on-screen presence.

(=)

Lips and voice
don't match

Strange eye movement or
blinking patterns

o

Flickering edges on
the face

Lighting that doesnt match
the environment

(o)

Rigid body language,
no natural camera

S
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Why Deepfake Candidates are Dangerous

Of all job candidates
will be fake by 2028

- Gartner

In deepfake fraud
losses in Q1 2025 alone

- Variety

Data and IP theft

A deepfake hire can use legitimate credentials
to infiltrate internal networks, exfiltrate source
code, or download sensitive customer data.

=/
Financial fraud
An impostor with finance or treasury
permissions can instruct colleagues to release

funds, approve purchase orders, or open new
vendor accounts.

Of hiring managers have
encountered deepfake
candidates

- Fortune

YoY increase in deepfake
activityacross industries
- Pindrop

@

Financial impact

The costs of onboarding, training,
and replacing a fraudulent employee
can run into millions.

—
’§SK
—1&
Reputational damage
Clients and regulators expect thorough
due diligence in hiring, particularly for roles

that involve handling personal data
or critical infrastructure.

How Can HR Combat Recruitment Fraud

Stolen by scammers posing as the CFO of a
$ 25 M ~ large firm in Feb 2024

- Edition
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Add friction early

Asking candidates to record a short video about
why they're interested in the role can surface
fakes quickly.

In-person/hybrid interviews

Adding an in-person round for high-sensitivity
roles can serve as a final layer of identity
verification, where possible.

Screen Linkedln profiles

Fake profiles tend to have a very short or no
posting history, few connections, and more
recent.

Train recruiters to spot red flags

Look for unnatural eye or hand movements,
authenticity of answers, accuracy of response
to unexpected commands, etc.

Request a room sweep

Ask candidates to briefly use their camera to
pan 360 degrees and show their surroundings
and rule-out a third person.

Utilize detection solutions

Use trusted and effective tools and
services to verify identities and spot
interview fraud.

Fight Fire With Fire: Use Al to Combat Fraud

Accuracy in humans being
53.7% = ableto detect Al-generated content

- Techxplore

Pixel-level anomaly
detection

iR

Al can be used to
verify a candidate's

Voice biometrics and
speech inconsistency
identity analysis

Real-time liveness

detection

Cross-referencing
digital identity with trusted
data sources
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Call to Action for HR Leaders

HR professionals cannot afford to wait. Deepfakes, interview impersonation,
and false candidate profiles represent not only a fraud challenge but also a pressing
organizational risk.

HR leaders must

Collaborate with IT and

Invest in solutions with security teams to create a
Al-powered verification unified fraud prevention
solutions strategy

Implement clear policies Train recruitment teams
that inform candidates of to recognize
data usage transparently red flags

and ethically

How Evaluationz Ensures Quality and
Authenticity in Hiring

Evaluationz offers advanced detection methods, automation, and integration into HR workflows,
to spot fraudulent candidates early on while bolstering compliance and efficiency.

We use Al to automate the verification process while staying compliant to statutory norms of data
privacy that govern the verification process. Our on-demand API-integrable interview
iImpersonation detection tool is powered by Al and has the capability to provide upto 997% match
of the genuineness of the candidate (using face, voice, audio/video and government ID) across
the various stages of the interview process on a real time basis right up to the onboarding stage.

We also believe that the path forward requires a blend of technology, human oversight,ethical
governance, and proactive leadership. We offer the right consultation, so that HR leaders can
ensure their organizations remain safe, inclusive, and resilient against the evolving threat of
deepfakes.
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Wrapping Up: The Future of
Quality Hiring

The promise of digital recruitment comes paired with the threat of digital deception,
undermining the very authenticity recruitment depends on. The future of quality hiring lies in
striking the right balance between using Al's incredible strengths to automate and enhance
recruitment while embedding rigorous fraud detection, real-time identity verification,

and transparent governance. HR leaders must embrace Al as a vital partner, but never a
substitute, for human insight.

By combining cutting-edge Al technologies with proactive training, well-defined policies, and
ethical leadership, organizations can navigate the complex risks and unlock Al's full potential for
fair, authentic, and resilient talent acquisition.




